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14 July 1972

MEMORANDUM FOR THE RECORD

SUBJECT: Uniform Procedures for Security Control of
Collateral TOP SECRET and Compartmented
- Intelligence Material; a Draft Paper

1, This memorandum deals with the various changes
that were agreed to by the various directorate TOP SECRET
Control Officers at a meeting held on 13 July 1972 in the .
office of]| Chief, SSC. The following ' STAT
people attended this meeting: ‘ '

STAT

2. The title was changed from " Compartmented
Intelligence Material" to '"Sensitive Compartmented Informa- -
tion',

% This footnote is the same as used on DCID 1/14 which
describes sensitive compartmented information.
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3. The following sentence was added to the first paragraph:
""Controlled TS means all TS material which are not compartmented, "

4. Paragraph 2, titled CONTROL NUMBERS, subparagraph
(b) had the following added to its first sentence: "'in the case of SCI,
and will be given a CIA TS control number in the case of collateral
TS material, "

5. Paragraph 3, titled LOGS had the entire third and fourth
sentences deleted, '

6. Paragraph 4, titled COVER SHEETS had inserted after
the phrase ""Compartmented Intelligence document' the phrase
"and will remain with the document.! It should be noted that the
DDI indicated they could not possibly do this for all TS codeword
material; referring to the use of cover sheets.

7. Paragraph 5 a (2), titled TRANSMISSION WITHIN THE
AGENCY was modified to read: "If the receipt is not returned to
sender within seven days, & follow-up will be initiated. A period
of fourteen days is allowable in those cases where documents are
sent outside of the Headquarters area,!'"

8. Paragraph 5 b (2), titled Document Receipts, the |
phrase '"two-week period' was changed to '"'seven days™. The
following sentence was added: 'A period of fourteen days is
allowable in those cases where documents are sent outside of the
Headquarters area."

9. Titles of Paragraph 6 (a) and (b) had the word "Agency"
changed to "Headquarters Building!,

10. Other minor editorial changes were made, and may be
observed by examining the attached copy.

STAT

Chief, Information Processing Branch
Physical Security Division

Att
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Uniform Pr.ocedur'cs for Séc_urity Control
of Collateral TOP SECRET and
o Compartmemed Intelhcrence Material |

/?’

N{—fﬂ( - S.:a,c:‘am. m»u,«-_c wétv,»[:layh.ﬁ ,_,--, 4’1/[—3

" The following ‘procedures have been structuréd for use
throughout the Agency to satlsfy sccuruy needs for the protecuon
“and conu ol of both collatc:t al TOP SECRET and Compartmented

Intelligence matemals»ln *ccord'mce Wlth the r'equirelnents of.-

Execulive Order 11652, QU*‘,\,Q ,_5:@0 5‘5 Mbécm/i u'?._[/ ,/‘:) ’}ﬂ&{ﬂl/,:,a/@
- P . W'ﬁvhr/& C; )
1. CONTROL OTFICERS

e

. Milt o, “,y-,,[o“/n,m fmt ,E_‘:;,*”

Agency TOP SECRET a.nd Compar tmented Control Offlcers
" ﬂ L)’ (aldlfv"i""‘\'
\v111 be des;.gna.ted as nevd”é'd' to receive and facﬂuate the tra.nsnn.;smn
‘and control of TOP SECRET and Compartmemed Inielhgence docu— .
ments and to serve as offices of record for ma301 organlzatlonal

comp_onents.‘

2. CONTROL NUMBERS

Each TOP SECRET or Compaértr.ne.nted' Inte'lliig'énlce do_cument.

produced or received by an aclivity or individual in 'CIA will bear a

T S, f - : ; . | |
t ‘\J(:(")l(/a, 7!/‘:57}""‘ l)c)tD , f//;/ B

1

!
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control number which will serve to identify the document for purposes

+

of control and accountability as long as it remains in the Agency.

(a) Documents Orviginated in CIA

Docufnents produc;écl in CIA will be a.ssigned: a
control number by' the area TOP SE CRE‘T éélitrél
.'off1c01 in the case of collateral TOP SECRET, and
by the Compartrncn‘ced Intelhcroncé Control Offlcer
.‘i_n the casc of'co_mpa.rtmented intelligellce.. Blocks
~of control numbé;'s .will be .qllclcat.ed_ b}f "the Offlcei _ T

~ of Security.

(b) Documents Received from Outside CiA

-
1 TOPSECRET and Compartme'n’_c_ed Intelligence
recelved from outside of CIA will bear ihe or101nat01 s

’ ) “\ T}w @.4‘-‘;4& L'.f-*{t ..'3(:] . ‘"‘f’k («L/—(/ég'dt W l«‘—e[
: control number. This number will be used to control - .
G M} ,i M\Tﬁ,«, tone O CalliZoent To veelonesds o
the documenu for the perlod of reten’uon Wlthm the :

f L]

Agency.

3. LOGS

TOP SECRET and Compa1 tmented Incelhorence docume,ntb pro- :

| auced or received by ¢ CIA will be reCOded by the Ared. TOP SECRET

. : . . |

or ,Compartment_ed Intelligence Control Officer. serying_ the: ,comp'_onent
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or individual orviginating or receiving the do‘cumen‘c. A log record

.

will be maintained. [/ This log will inclu‘de"thc title or subject, control

PPV

e e ey
e —— A

: be recorded in ‘che log showing. c'lcu,e of tr ansfer, 1‘eC1p¢enL and N

y °© courier receipt mnnbe'r' if applicable.

Logs may be de s‘croyed five‘
years after thc documents shown in the log have been deutl oyed,
‘ clowngraded, transferred to Records_ Center or sent'outs_i'de-of the

‘purview of the control officer.

4. COVER SHEETS

A control and cover sheet will be prepdred,by the control .
‘oiucez for each copy of evo1y‘ 'I‘OP SE CRFT‘ oxr Compartmcmed
’ 4 (;m/‘d« . :«(] A litdtoan ’Lc/,a,[ ﬂx I / oervrenie
: Inuclhcence docament unhl such time that the docum(,nt is down-
] A »

graded or 'destroyed. ' Each control officer who receivesv the. docu-
ment will sigﬁ in the left-hand column and record the date of receipt.
Each individual other than the control officer who receives the docu- ‘
ment will sign in thefight-hand column. The cover sheet may be. .
used as a certificate of destruction. New" cover sheets will be atta.ch'ed

whcn Lhe docutncnc is dis patchgd outuldp of cIa if the 1dcnt1"} of CIA

officers is revcaled on the.orlgina_.l covc—:r,sheet.
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5. TRANSMISSION OF DOCUMENTS

I+

(%) TOP SECRET or Conlp‘ai*tnlented‘Ihtelligcnce

docurents may bo delivered by any &gency couri ier

@_;4

s«."—;r'vice.
- @ TOP SECRET ot Coﬁi?artmentéd In.télligé‘rjlce“ :
docurnents rna*)r be dchvefed throughout the Hea.dquarLers
' -&m?%}&' - '
Bullrxmg by any St'lft. orfrC‘e—*acm edited for access to-
‘the material. | | :
@) TOP SECRLT oxr Célﬁjpé;;.*tmentgd I.ﬁtelligenc.e.
| documents.al.e_ té be deliv‘ere'd dnly to Con’ciro'l Offi;:e;-_sv .
who will insure they are ‘prov1d.c"v only to :mm.wduals ._

{;Z’Cl’{d’z.— Te ;g

a.ppa.mu;d for access to the 1na.ter3a1 mvolved

‘a? TRANSMISSION WITHIN THE AGENCY

L ! .o
C/)ar) "Document Receipt Epents2400 will be used
when traﬁsmi’hting TOP SE CRE T ‘or,.C,ompa.vrtm'ent_ed; e
i Intelligence documents within the Agen’cy. :
\\,Lc_, /L-c_,a P e o
C;)\\ (by If cmmmor“rr‘"&@ﬂ' is not

'bsp 7> SR
returned within -}*raayfs, a follow-up W111 be 1mt1ated

[ . ‘ , . .

} ‘ ,% \ C\-tua_.-u— (r C‘-«. g LQ._,\-V' L ‘fh-C/.,l;- fww -Jdu(,a : ;_a--h-v,,'t)

| Q_Lv»;m&? ¢ .,(‘“W\.L (‘f w&cvawxw ouu_ec, -
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) ' ZQ TRANSMISSION OQUTSIDE THZ AGENCY

(fi Courier Receipts

g— Cmu iers Clas bi:fiecl Mail Iie.ceipt" 1Cc'rn=1—-?~1-9v~
will be pr Lparcd for each TOP DECRET'oy »Compa»rvt-—
.mented In’celligence document or group of _cldcume11ts" ’

. sent oufaldc the Agency. ThJ *‘ccupts W111 b?e |
i S o _
numbered serially‘ and the number will b’e‘i'ns <:_1°ibc~:d"
‘on the correspondiﬁg-do-c’ument receipt a,ndl on the |
| cnve_:lopes }or'wrappers. 7 The qoufie_r \%{ill. sign
‘and enter the date and time of .pic.’::~up. on the du":pliICa,te :

~which will bc nnamta.lned in the tr ansmittlng offlce. :

@?’Q{ 'Doculncnt Rccelpts :
] A document 1ecbmt M will be prepa.red in
duphcate for each document or Jroup of documem.é

_ The original document receipt will be ex}closéd. wi%:h-the
documents in the :'Lnnér wi-appiﬁg .a.nd. ’c.};e ,dupl?ilc.ate -

retained pending return of the origindl, A follow-up

will be made on any document at the end of a=twrer= TR {

p‘eriod,- if receipt is not 1‘e111rned._' . Aé‘./ ' (“'éb.:r‘oj "‘/‘ /¢ dfl;?)_o' o

| dy LA S o f' 5
.—LzJ . ("«’ 24 7/.»'! S e Y / :.,;,4*;,4'/ g. /u_,.,, ) ’W‘/ULL (l{.——gn-—ﬂ«rw,wfa ey '_,;1.1,"{;\_ ‘
(“'tt»ww&, {fﬂ Hese! s*e,.wo e am..',',' o o]

4

;
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6. WRA:PPING ‘

N
xﬂf./ g .u,jj V( Vs 2 ©] LJ i
(a) Transmission Wltlnn the vAf"“‘zr'y:-‘ o

TOP SECRET or Coxnpartmentcd Intelligence -
documents are to be transmitted within the Headquai't_elfé

- Building in such a manner as to preclude inadvertant

exposurec. | o . . -
A8 ft«c( c';,um,é( p_, %3 o .
(b) Transmission Outside thc“-Asme—ne;r' - | (:—-

"TOP SECRET or Cornpartr_n_ented Inte‘lligence -
information and material shall be enclosed in opaque
inner and ou‘«:er covers before tr_a.nsrnitting. . 'The-inner '
cover shall be a cealed wrapper or envclope plamly
marked with the assigned clas s;fication and-yaddress;
.The outer cover shall be sealed and addressed with no
indication of the classification of its contents. A return

| - address will be. included. '

K3 DESTRUCTION R
) Tl}e'. dAc.aétl:ructio‘n of TOP SECRET o.f, thpaz*i:meﬁtéd Inf:elligencé
' documents must be a;c.c;o_mplislled' i.n aécérddnce‘j.»vith:‘a.ppii.cable\jlaws .
and ;:"»egulatioﬁs. | Qﬁestiéns _C011Cerning the legal -a;gthofit';} fo’r‘ the -

-destruction of Government records should be referred to the area

: Declassif_iéd in Part - Sanitized Copy Approved for Re_leasé 201J2/1 0/26 : CIA-RDP10T01930R000600030025-4 ...
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“records offlcer. Sulplus copics of TOP SLCRF‘T or Comp’u trented

) [ 7/ AV, tc,é\l '7! u.C-»p»') raid
InLe]htrence documents may be deotroyed by ~1M4:%mff-—or~‘pu*}prﬂgh Tiriy
J_s..a_c.c:on.).phshcd_.hy the_custodian. cn_.h,u»-ucle-s1<&1}oe>-by..,i.e¢1+nd~ol-—crn eedc’hucr
Hﬁ:o’s'ﬁ‘y”st’anEIa‘l"d“c}rsp‘b‘s’a’l‘*lifz“{' ¢, The date of dc str uctmn will be

:L'ecorded in the area ].og. Itis the respOnSibili"cy of the custodian to

inform the area. Control Of:lcer of demructlon

“/1_)/ (_.;.'1\«\., (u% u_', (Y*\ ; e ”f’f—»—a O fa/./:ﬂné«za

8. RFP} ODUCTION
- TOP SECRET or Compartmented Intelligence documents may
be 1'epr6duced only upon authorization by the originator and 1'ep1'o¥

duction must be limited to the minimum number of copies required

for eifficient operation. Reproduction copies will be controlled in the

same manner as prescribed for original copies.

i

. {a) CIA -P:c"oducea Inﬁ)ocumzents‘vi

Pernﬁééion to féproduce. CIA -o'rigixnlé.t.ed TOP .'
SECRE'.I‘_‘-or Cofnpart:mel;ﬁted Izvlt_elligt'en‘c.e .docnm_e.nt‘s g
-.will be ob‘rﬁained.frc;m ‘i‘:h.e origiﬁéfgr-ifﬁfrifhix;..the ":‘a.rea'
.proposing to 'J.;ep_lroducve or thfdughthé appro;:)l_*;lau_te -

control officer if in another area.

‘(b) Non-CIA Produced DOC'uh’JLents i
Perrmission to reproduce TOP SECRET or

Compartmented Intelligence clociuhehts‘ of other .-

i Declas_sifi_éd in Part - Sanitized Cbpy Approved for Release 2012/10/26 CIA-RDP10T01930R000600030025-4 .~ "
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than CIA origin will be requested through the

receiving control officer,

9. ACCOUNTABILITY

If TOP SE CRET 6_1‘ Cohwpzir’mmx;‘;ed In"uélligence‘ do'cun_nen‘.us
cannot be dccoun’ced foi;, the‘ Office‘ -of Sécurity_ will be irlfd%‘_meci_ '.
promptly. | |

10. WAIVERS

Receipts_willinoif be required for the' 'tralismitfal of T/K o |
material within the I—IeAadquarter s Bui].ding in tilaﬁ éi:_:_ea. fprme1°1y

known as the All-Source Center. OCI Registry's current procedures

will serve 1n satisfaction of reqguirements for registration and ' ;
: : N teoi o - ILLEGIB

a¢countability of T/K material,

The initial point of receipt of COMINT within the Agency will
serve as the official registry for record of disposition of such o
material and it will no longer be necessary to maintain strict account-

V - ) o ‘ ] ’ ) 7 . . »
ability of such material among and between other internal control

points or registries within the Headquarters Building,
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